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Abstract 
The paper focuses on the occurrence of cyberbullying among university students as part of research on risky 
behaviour of Czech university students on the Internet. The article describes the results of descriptive research 
conducted on a sample of 386 students of the Pedagogical Faculty of Palacky University in Olomouc. 
 
The research focused on risky behaviour among students of PdF UP in Olomouc, which is associated with 
information and communication technologies (particularly the Internet), the research was in a descriptive level 
aimed to find out the number of victims and attackers involved in the various manifestations of cyberbullying. 
Simultaneously the research monitored who the victim would ask for help if needed (teacher, parent, sibling or 
friend). Another aspect the research followed was the switching of roles between victims and attackers and 
cyberbullying connection with the so-called sexting, thus sharing sexually oriented materials by children and 
adults. Among the monitored research problems there were communication platforms used most often for 
cyberbullying (to particular forms of cyberbullying). In this paper, we focus only on the occurrence of various 
forms and manifestations of cyberbullying from the perspective of the victim; we also complement the results 
with the actual cases. 
 
The research was conducted and guaranteed by Centre of Risky virtual communication Palacky University in 
Olomouc (www.prvok.upol.cz) within the project OP VK E-Synergie - Scientific Network for Risks of electronic 
communications (CZ.1.07/2.4.00/17.0062 ). 
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Introduction 
The research on risky behaviour of students at Palacky University in Olomouc is a specific study oriented 
on phenomena associated with risky behaviour of Czech adolescents on the Internet. It follows the research Risks 
of Internet communication 1 and 2 (2010, 2011) and the Risk of Internet Communication 3 (2012), further the 
research Cyberbullying and its psycho-social consequences among university students (Šmahaj, J. et al, 2011) 
and other studies. 
The research was realized and guaranteed by Centre for the Prevention of risky virtual communication 
Palacky University in Olomouc (www.prvok.upol.cz) within the project OP VK E-Synergie - scientific network 
for risks of electronic communications (CZ.1.07/2.4.00/17.0062 ). 
 
The research focuses on monitoring basic dangerous communication phenomena associated with the use 
of the Internet and mobile phones, namely: 
a) cyberbullying (various forms of cyberbullying linked to the Internet services - verbal aggression, blackmail, 
threats and attacks on the account), 
b) the establishment of virtual contacts (communication with unverified Internet users, personal meetings, so 
called cybergrooming or social engineering), 
c) sexting (sharing of intimate public materials on the Internet, providing these materials to a person without 
verified identity, continuity of sexting on other dangerous communication phenomena), 
d) sharing of personal data on the Internet (with a focus on sharing facial photos), 
e) use of social networks (with relation to the incidence of particular dangerous communication phenomena) 
f) other related phenomena. 
 
In the following text we will focus only on the first part of the research - the various forms and manifestations of 
cyberbullying from the perspective of the victims. But first we define the basic terms used later in our text. The 
definition of cyberbullying used in our research is based on existing definitions of bullying, where bullying is 
perceived as aggressive, intentional, repeated action or behavior carried out towards any individual or group that 
cannot defend (Whitney & Smith, 1993; Olweus, 1999). Other authors understand the bullying as a form of 
bothering that is based on the imbalance of power and the systematic abuse of power (Smith & Sharp, 1995; 
further Rigby, 2002). In the Czech environment the bullying is defined especially by M. Kolář and others. 
 
In this context cyberbullying is defined as a form of aggression that is carried out against individuals or groups 
using information and communication technologies. This action is performed repeatedly (Belsey, B., & Smith 
further Elephants, 2007). Similarly, the cyberbullying is perceived by Hinduja and Patchin, who define it as 
intentional, often repeated, and hostile behavior intended to harm the victim using information and 
communication technologies, most often via mobile phone and the Internet. The definition is then develop and 
refined, for example, by Kowalski, Limber and others (2007-2008), who perceive cyberbullying as bullying 
carried out via e-mail, ICQ, mobile phones (SMS, MMS, phone calls), chat, website, and other ICT. Dehue 
(2008) sees cyberbullying as torture, threats, humiliation, embarrassing and other attacks carried out by using the 
Internet, interactive and digital technologies or mobile phones. The definition of cyberbullying are elaborated in 
the Czech environment (Kolář, M., Šmahel, D., Krejčí, V., Kopecký, K., Šmahaj, J., Vašutová, M. and others), 
with no significant deviations from foreign approaches. 
 
In our research cyberbullying is monitored due to its various expressions across selected communication 
platforms (social networks, IM, chat, etc.), which focuses on both victims and aggressors. 
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Methods 
Description of the research procedure involves research goals that will be followed by research problems 
(questions), next a description of the research sample including research methodology, timetable and method of 
data processing. Within our research we used the methodology validated in the research Risks of Internet 
communications 3 and 4 (Kopecký et al., 2011-2012). In the description of the methodology our focus is limited 
to the areas related to cyberbullying. 
 
Research goals 
 
The research focused on risky behavior among students PdF UP in Olomouc, which is associated with 
information and communication technologies (especially the Internet), in a descriptive level the research aimed to 
ascertain the number of victims and attackers involved in the various manifestations of cyberbullying. 
Simultaneously the research monitored who the victim would ask for help if needed (teacher, parent, sibling, 
friend). Another aspect that research followed was the switching of roles between victims and attackers and 
cyberbullying connection with sexting, thus sharing sexually oriented materials by children and adults. Among 
the monitored research problems there were communication platforms used most often for cyberbullying (to 
particular forms of cyberbullying). 
 
The research sample 
 
The basic sample consisted of students of the Pedagogical Faculty of Palacky University in Olomouc. They were 
addressed to participate in the research through communication channels, Palacky University in Olomouc, also 
through the project website E-Synergie (www.esynergie.cz) and the E-Bezpečí project (www.e-bezpeci.cz). 
These web resources are widely used by students of the Pedagogical Faculty. 
 
The survey involved 386 students of the Pedagogical Faculty of Palacky University in Olomouc. 16,75% of the 
sample were male, 83,25% female. Most respondents were aged from 20 to 25 years (86,7% of total sample). The 
distribution of the sample according to the study programs copy the distribution of the number of students 
enrolled in 2011 and 2012 (see Annual report on the activities of PdF UP for 2011 and 2012). 
 
Research methodology 
 
The research was oriented mainly quantitatively and as a starting procedure the method of questionnaire was 
chosen.The research tool numbered a total of 71 items (40 dichotomous, 2 polytomous, 22 with multiple possible 
answers and 7 open questions), which was based on theoretical knowledge and were arranged in such a way as to 
reflect the objectives and problems. The questionnaires were distributed to respondents electronically (on-line) 
through a questionnaire system of the E-Bezpečí project, as well as through university email direct through 
websites of PdF UP and also using the social network Facebook. 
 
Anonymous questionnaire automatically verified, where it was sent from (IP address, regional affiliation, 
monitoring the behavior of respondents using Google Analytics, etc.). 
The timetable of the research 
 
Preparation of the research was launched on 1st November 2012, data were collected from 1st December to 31st 
January 2013. The evaluation was carried out during February and March 2013. 
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Processing of research data 
 
The data were mostly on nominal and ordinal level of measurement, which corresponded to a subsequent 
processing, numerical operations and statistics. First we organized the data and then compiled them into tables of 
frequency. Descriptive problems were solved through the fundamentals of descriptive statistics (calculation of the 
characteristics of the area - central tendency measures, percent calculation) and even with the graphical 
representation. To test the hypothesis we used the test of independence chi-square for four square table. All 
testing was carried out at a significance level α = 0.01. 
 
Results 
CYBERBULLYING AMONG UNIVERSITY STUDENTS. 
 
In our research, we focused on the following areas: 
 
A. Victims of cyberbullying 
We observed the number of victims in relation to individual acts of cyberbullying and platforms on which 
cyberbullying takes place. Next, we observed switching the role of victim and aggressor. 
 
B. Initiators of cyberbullying 
We monitored the amount of attackers in relation to individual acts of cyberbullying and the platforms on which 
it runs. We followed also switching roles of aggressor and victim. 
 
C. Persons involved in dealing with cyberbullying 
The research focused on people who the victims would contact in a situation of cyberbullying. 
 
D. Manifestations of cyberbullying, depending on the use of social networks (especially Facebook) 
The research examines how cyberbullying is connected with the use of social network Facebook. 
 
E. Other related phenomena 
Within the research we observed specific forms of virtual aggression realized, for example, by breaking an 
account, identity theft and subsequent cyberbullying. 
 
In this text, we focus on the number of different forms of cyberbullying. We supplement the descriptive data with 
specific cases that were sent by the students of Pedagogical Faculty of Palacky University in Olomouc to the 
online counselling centre of Centre for the Prevention of risky virtual communication PdF UP in Olomouc. To 
protect the privacy of clients we do not disclose the actual names of the people involved in the cases, a 
description of the case is authentic. 
 
A. CYBERBULLYING OF STUDENTS - VICTIMS 
The research monitored following forms of attacks within the cyberbullying: 
 
A. Verbal attacks in cyberspace - harm through humiliation, insulingt, ridiculing, embarrassing students (verbal 
aggression). 
B. Threats and intimidation of student. 
C. Blackmailing students. 
D. Identity theft, followed by cyberbullying. 
E. Bothering by drop-calls. 
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F. Humiliation, embarrassing realized by spreading photographs. 
G. Humiliation, embarrassing realized by spreading video. 
H. Humiliation, embarrassing realized by spreading audio. 
 
Students as victims of cyberbullying (basic overview) 
 
 
n = 376 
 
Cyber-bullying - harassment by drop-calls 
Although cyberbullying realized by bothering or drop-calls is considered as one of the mildest and least 
dangerous forms of cyberbullying (in some studies it is not included among the manifestation of cyberbullying), 
we decided to include it among the forms of cyberbullying considering its extent in the student population. 
Cyberbullying realized by drop-calls experienced 38,73% of students as a victim (namely 134 out of 346 
students) at Palacky University in Olomouc. 
 
Sample situation 
Denisa is a student of the second year of teaching in the bachelor's program. Two months after the beginning of 
the summer semester she began experiencing cyberbullying by drop-calls. An unknown person with an unknown 
phone number repeatedly drop-called Denisa on her phone. The drop-calls repeated on average of 20-25x a day, 
usually in the evening, when she was at a dormitory. She answered the call from the phone several times, 
however, she only heard the sound of human breath ("huffing"), nobody answered her questions. Denisa then 
tried to contact the caller via SMS, but without any response. This action took place more than five weeks. 
Denisa tried to find out the owner of the phone number, she used the Internet search, she even tried to contact the 
operator. After contacting the online counseling centre of the E-Bezpečí project she blocked the unknown phone 
number (put in blacklist), but for the next three weeks the drop-calls continued from another telephone number, 
the situation repeated again. Denisa blocked the phone number again, after a further 14 days the drop-calls 
stopped. 
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Cyberbullying - verbal aggression 
The most common form of cyberbullying is represented by different manifestations of verbal aggression, which 
are carried out repeatedly against students with increasing intensity. Cyberbullying realized in this way usually 
takes place in an environment of social networks or by SMS, then less frequently email or other communication 
services are used for this form of cyberbullying. Cyberbullying in the form of repeated, long-term verbal 
aggression was experienced by 36,97% of respondents (139 of 376). 
 
Frequent platforms used to realize cyberbullingand in the form of verbal aggression 
 
  
n = 155 
 
Cyberbullying - threatening and intimidation 
Another relatively widespread form of cyberbullying is threatening. Threatening shifts cyberbullying to higher 
levels because it brings a new element - intense fear. While verbal forms of cyberbullying mainly focus on the 
intense humiliation of the victim without causing fear (especially fear for life,  family, friends, pets, etc.), 
threatening and intimidation is aimed primarily at causing fear. Threatening or intimidation was experienced by 
14,45% of respondents (51 of 353). 
 
Cyberbullying - humiliation and embarrassing by spreading photos 
Cyberbullying realized using photographs of the victim is fairly widespread form of cyberbullying, which is with 
its intensity and focus on the higher level of intensity and danger than previous forms monitored. It is caused 
mainly due to the existence of a specific sensitive material of a victim (photos), which can be spread among a 
large number of the Internet users (including those who do not know the victim). This kind of cyberbullying is 
often perceived as a form of teasing, as a positive way of communication with the aim to entertain and also 
toughen the victim, the boundary between teasing and cyberbullying is very shallow and badly done joke often 
grows in intense cyberbullying with a wide audience on the edge of viral spreading of discriminatory materials. 
 
Frequent compromising materials are photos of drunken, vomitting student or students, photographs depicting 
sexual content - a photograph of naked victims, photographs compromising relationship of students and teachers, 
photographs focused on homosexual relations, photographs aimed at ethnic minorities, etc. 
 
Identity theft and cyberbullying 
Identity theft is a specific form of cyberbullying, in which the attacker first break into victim's account (eg. e-mail 
account, an account in a social network account in MMORPG game, etc.) and then under his/her name carries out 
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attacks on other Internet users. Attacks on account confirmed 32,24% of respondents (116 of 349), 18,64% of 
them also confirmed that the account was used for cyberbullying others. Identity theft used to have experienced 
cyberbullying 6,30% of respondents. 
 
Cyberbullying - blackmail 
Blackmail is a very intense and dangerous form of cyberbullying, which is confirmed by approximately 5,71% of 
the respondents. 
 
Cyberbullying - humiliation by spreading a video 
2,49% respondents stated that they had experienced cyberbullying realized through the dissemination of videos. 
It was distributed by common communication channels – the Internet and mobile phone. 
 
Cyberbullying - humiliation by spreading audios 
 
At the end of our imaginary ranking of the most common forms of cyberbullying is humiliation by spreading 
audios that was experienced by 1,97% of the respondents as the victim. In this case it is a recording that captures 
the victim in ridiculous situations and his/her identity can be recognized. Then the recording can be used both as 
humiliation and blackmail. 
B. CYBERBULLYING - COMPARISON BETWEEN THE VICTIMS AND THE 
ATTACKERS 
The following graph shows the percentage of victims who has also become the attacker, who used the same form 
of cyberbullying, which has experienced as a victim. For example, 55,56% of the victims who experienced 
cyberbullying realized through the dissemination of humiliating videos, tried it also in the position of the 
attacker. Nominal data for various types of attacks are derived from the number of observed sign of 
cyberbullying both the victims and the attackers. 
 
Victims who become attackers (with the same forms of cyberbullying) 
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The graph below shows the number of victims of various forms of cyberbullying that tried any form of 
cyberbullying to attack another person. 
 
Victims who become attackers (when using any form of cyberbullying) 
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Conclusions 
 
The paper have presented partial results of descriptive research of risky behavior of students at Palacky 
University within the Internet environment, which was realized during 2012-2012 on a chosen sample of 
students. The conclusions show that also univerisity students are exposed to various forms of cyberbullying, 
when the most common forms of cyberbullying described by the victims of the attacks include mainly various 
forms of verbal abuse and drop-calls. Occurrence of cyberbulling can be confirmend not only in the population of 
children (see Risks of Internet communications 3 and 4), but also in the adolescent population, namely adults. 
 
The entire research report is available on the website of the Centre for the Prevention of risky virtual 
communication (http://prvok.upol.cz) and also on the website of the E-Bezpečí project. 
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